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Cloud Fundamentals:
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General Notes
Cloudera’s Cloud Fundamentals training course requires a cloud account (Amazon Web
Services) and a terminal with SSH.

The steps required to open an account are covered in the exercises. However if you
already have an account, feel free to use it throughout the course.

Points to Note for Cloud Fundamentals

• Even though there is a free tier, infrastructure costs real money. Be careful with
resources that you create in the cloud; always terminate or delete them when you
have completed the exercises.

• Safeguard your credentials. Any person that obtains your credentials can create
resources, which you will have to pay for. Do not share or commit your credentials
into a repository.

Points to Note during the Exercises

Step-by-Step Instructions
As the exercises progress, and you gain more familiarity with the management console,
we provide fewer step-by-step instructions; as in the real world, we merely give you
a requirement and it’s up to you to solve the problem! You should feel free to refer to
the materials provided, ask your instructor for assistance, or consult with your fellow
students.
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Hands-On Exercise: Accessing the Amazon Cloud
URIs Used in This Exercise

Amazon Web Services https://aws.amazon.com/
Management console https://console.aws.amazon.com/

In this exercise, you will sign-up to Amazon Web Services (AWS) and explore the
available services via the management console.

Creating an Account
The first step to access the cloud is to create an account. In this section you will create
the primary cloud account, known as a root account.

If you registered previously using your email, log in using your existing account and
skip to the next exercise. If you do not remember the password, you can reset it by
clicking the Forgot password link.

1. Open a browser and navigate to the Amazon Web Services main page:

https://aws.amazon.com/

2. Click Create an AWS Account

3. Fill in the requested information and click on Continue:

• Email, password, and account name

◦ The account name corresponds to a non-unique identifier that represents the
current account. It can be modified after the account has been created. Use cf
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and your name. For example, if your name is Katherine then your name would
be cfkatherine.

4. Provide the information shown below. Once ready, click on Create Account and
Continue:

• Your full name

• Select Professional account type and add your company name; this option is not
available in a Personal account

• Your current address

• Read and accept the AWS Customer Agreement

5. AWS requires a valid method of payment; it can be a credit or debit card. Provide it
in the Payment Information step.

• You will be charged $1 or EUR 1 for verification

• It is possible to enter a new billing address or use your current address

6. Provide your phone number. It will be used immediately for verification via a phone
call or a text message.
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• Proceed the verification process and enter the confirmation code. Once this step
has been completed, your account has been verified

7. Finally, you need to choose a support plan. Select the free basic plan.

You have successfully created your root account.

Accessing the Management Console
In this section you will access the management console and explore where to find
services and account-related information.

1. Open a browser and navigate to the following URL:

https://console.aws.amazon.com

2. Log in using your root account, using the email address and password that you used
to create your account.

This is the management console, where you access all AWS services and your
account information.

3. The management console provides a search functionality to access services.
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• Type in a service name, for example, EC2, and select it from the drop-down

4. Review the options available in the console for the EC2 service:

• Navigation pane on the left (a)

• Service information, including list of resources in the center of the screen (b)

• A button to launch a new instance (c)

• System health information (d)

5. Now you will access your account information. At the top right in the menu bar,
click on your name. A drop-down opens with multiple options.

6. Click My Account.

• This is your account information.

• The navigation pane on the left contains links to pages used to manage your
account, including billing and preferences
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You have created an account in AWS and accessed the management console. You also
learned how to access one cloud service.

You are ready to start using the cloud.

This is the end of the exercise.
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Hands-On Exercise: Estimating and Viewing Costs
URIs Used in This Exercise

Pricing calculator https://calculator.aws/#/addService
Billing & Cost https://console.aws.amazon.com/

billing/home#/

In this exercise, you will estimate, monitor, and control costs using the AWS
pricing calculator.

Estimating Cost with the Pricing Calculator
In this section you will estimate the cost of one or more services in the cloud.

1. Open a browser and navigate to the pricing calculator.

https://calculator.aws/#/addService

There are two steps required to create an estimate for a service:

• Select a service

• Configure the service

Once the service has been configured, it is added to the estimate and any other
services you want to include are added.

2. Type in the name of the service that you want to estimate; use EC2.

EC2 is Elastic Cloud Compute, the service used to launch virtual machines in the
cloud.

3. Select the service by clicking on Configure under Amazon EC2
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4. The next step is to select the region. Please take into account that pricing varies per
geographic location. Leave the current default region.

5. There are two ways to create an estimate for a service:

• Quick, for a rough estimate

• Advanced, for a detailed estimate based on your knowledge of how the service is
used

Select Quick estimate.

6. Configure the machine with the following specifications:

• Select Linux as operating system

• Use the following machine requirements:

◦ Four vCPUs

◦ 16 GiB of RAM

◦ One Amazon EC2 instance

The instance type is t4g.xlarge.

• Select On-Demand Instances for Pricing Strategy
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• Change storage amount to 80 GiB

7. Review the cost estimate.

Cost may vary slightly as prices are updated constantly to be more competitive.
Prices shown above may be different in your estimate.

8. Click Add to my estimate and view the 12 month and montly total

9. Add other services at your discretion and examine the results

You have learned how to create an estimate using the pricing calculator.

Viewing and Controlling Cost
In this section you will discover where to view cost and how to create a budget to
control cost.

1. Open a browser and navigate to the management console

https://console.aws.amazon.com/

2. Type cost explorer in the search area and select AWS Cost Management from the
drop-down.

This is the cost explorer service:
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If this is your first time using the cost explorer, it will take some time to prepare
your cost and usage data. Please check back in 24 hours.

3. Create a budget to monitor cost.

Click Budgets in the left navigation pane.

From this screen, you can create new budgets, refine budgets, and create alerts.

4. Click the Create a budget button

5. There are different types of budgets

• Select Cost budget and click on Set your budget

You will create a budget to notify you when more than one hundred dollars have
been spent.

6. Provide the budget details:

• Name your budget, use One hundred dollars

• Set the period as monthly and specify your current month as starting period

• Select recurring budget

• Specify the Budgeted amount, in this case $100
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• The Budget parameters lets you select which services to include; leave as-is to
include all

• The Advanced options lets you aggregate and include costs at a granular level;
leave as-is

7. Click Configure alerts.

• Set the alert to be sent on Actual costs

• Set the threshold to 80 percent

• Add the email address where you would like to be notified

• Click Confirm budget

8. Review and click on Create.

The budget has been created.

You estimated and viewed the cost of infrastructure using an AWS-provided tool and
created a budget to receive an alarm when a certain treshold has been met.

This is the end of the exercise.
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Hands-On Exercise: Securing the Amazon Cloud
URIs Used in This Exercise

IAM https://console.aws.amazon.com/iam/
home

In this exercise, you will secure your account in AWS.

This exercise covers security credentials, permissions and policies, identity and access
management, access keys, and key pairs.

Security Credentials
In this section you will inspect the security credentials section and update your account
name.

1. Open a browser and navigate to the management console

https://console.aws.amazon.com/

2. In the menu bar, click your account name and select My Security Credentials.

If this is the first time accessing this option or you have not dismissed the message
before, you will get a dialog box that reminds you that root credentials provide
unlimited access; instead it is recommended to follow the best practice of using IAM
instead.

3. Click Continue to Security Credentials to dismiss the message and continue to the
credentials page.

The recommended approach is to use identity and access management instead of
root credentials. But now you are going to work with the root account.

4. There are several options in your security credentials page. The first one section,
Password, allows you to change your account’s password, name, or email.

• There is a link in the Click here to change the password, name, or email
address for your root AWS account message. Click the link and if necessary,
authenticate again.
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5. In Update account settings, click Edit for your password.

• Change your password and click Save changes.

Click Done to go back to the management console. If necessary, log in again.

6. Another useful functionality is multi-factor authentication. Click this option and
select Activate MFA; it shows the available options to enable this functionality.

There are several ways, some that are free while others have an associated cost. Do
not enable these yet. Close the dialog box.

7. Open the account identifiers section. View your account ID and canonical user ID.
These identifiers are used for multiple actions, including building resource names.

8. Review the other available options.

You have learned where to find your account-related information. You updated the
password for your account, learned where to enable MFA, and how to find your account
ID and canonical user ID.

Permissions and Policies
In this section, you will create a policy that contains permissions to list resources in
object storage, known as S3.

1. From the console, in the left navigation menu, select Policies.

This is the list of currently available policies. Many of these policies are managed by
AWS. Others are user-created. You can select them to perform an action, like attach
to an identity. You can also expand each one to review the permissions attached to
each policy.
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2. Now, you are going to create a policy and attach a permission. Click Create policy.

At this point you have two options, you can use the visual editor to create the policy
or you can specify the permissions directly using the JSON tab.

You are going to create a policy using the visual editor.

3. Click Choose a service to expand the list of services. You can type in the name of a
service to narrow down the list or browse the list shown below.

Type S3 and select this service.

4. From Access level, expand List and select ListAllMyBuckets.

You have attached this permission to this policy. Some permissions require you
to specify on which resources they apply—by providing a resource name—while
others do not.
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5. Expand Request conditions. In this section, you determine if multi-factor
authentication is required and whether you want to allow access only from a
specific IP address range. Leave unchecked and click Review policy.

6. Set the name and description for the policy. Name this policy s3-bucket-lister. You
can also review the permissions in the summary section.

7. Click Create policy, and your new policy will be created immediately.
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8. Optional: Find the newly created policy, open it, copy the JSON text, and create a
new policy using the JSON tab instead of the visual editor.

You have successfully created a policy and attached a permission.

Identity and Access Management: Users
In this section you will create an identity (a user) that can connect to AWS and use
resources where permission has been granted.

1. In the browser, navigate to the IAM dashboard.

https://console.aws.amazon.com/iam/home

2. From the navigation menu on the left, select Users and click Add user.

3. Type cf-s3-reader as user name.

4. For access type, select both Programmatic access and AWS Management Console
access.

© Copyright 2010–2020 Cloudera. All Rights Reserved. 
Not to be reproduced or shared without prior written consent from Cloudera. 16

https://console.aws.amazon.com/iam/home


17

5. Select Autogenerated password.

6. The Require password reset field must be checked. This is a recommended
practice.

7. Click the Next: Permissions button.

8. Set the permissions for this user. There are three options:

• Add user to group

• Copy permissions from existing user

• Attach existing policies directly

Select the last option, Attach existing policies directly.

9. Find the policy that you just created, s3-bucket-lister, and select the checkbox next
to it. Click Next: Tags.

10. It is not required to add tags, however it helps to identify resources. Click Next:
Review.

11. Confirm that the details are correct and click Create user.
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12. Please take a note of the user id, the access key, and the secret access key—you
will need this information to log in using these credentials. A recommendation is to
download the CSV file, which contains this information.

13. Optional: Use the details to log in to the page as the newly created user. Once you
have explored what you can and can’t do, log out of this user and log in to the
console as the root account.

Note that the IAM user sign-in link is account-specific. The URI is currently shown
in the success message. It can also be retrieved from the IAM console.
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You have successfully created a user and attached a permissions policy to this identity.

Identity and Access Management: Groups
In this section you will create a group, attach permissions, and add the previously-
created user to this group.

1. Log in as the root account, navigate to the IAM dashboard, and select Groups from
the left navigation menu.

2. Click Create New Group.

3. Provide a name for the group. Use cf-data-scientists. Click Next Step.

4. Look for the s3-bucket-lister policy and attach it by selecting the checkbox next to
it.

5. Attach the AmazonDynamoDBFullAccess policy. Once ready, click Next Step.
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6. Review the group. Two policies should be attached. Click Create Group.

7. Select the new group, then click Group Actions and select the Add Users to Group
menu item. Select the cf-s3-reader user you created earlier, then click Add Users.

8. Click the group name to review the the group summary. The cf-s3-reader user now
has the permissions from the two attached policies.

You have successfully created a group, attached permission policies, and added users to
this group.

Identity and Access Management: Roles
In this section you will create a role and attach permission policies.

1. From the IAM dashboard, select Roles from the left navigation menu.

2. Click the Create Role button.

3. You need to select the type of trusted entity. Click the AWS Service option to allow
services to perform actions on your behalf.

If you intend to trust a separate account, you need to get their account ID and
external ID.

4. Select AWS service, select EC2 as the service that will use this role, and click Next:
Permissions.
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5. Select the permission policies that you would like the service to have. Attach
AmazonEC2FullAccess and click Next: Tags.

6. Optionally, you can add tags to help identify the service fron the management
console. Click Next: Review.

7. Use instance-launcher as role name and leave Allows EC2 instances to call AWS
services on your behalf as description. Click Create role.

8. Click the name of your new role. In the tabs below, you can review current
permission policies and trust relationships.

In this screen you edit the trust relationship when adding a trust policy to a role.

You have successfully created a role and attached permission policies.

AWS Access Keys
In this section you will create root access keys.

When you create an IAM user and select programmatic access, keys are generated. You
can also create root access keys, which allow full access to your account—hence, use
with care.

1. In the management console, click your account name in the top toolbar, then choose
My Security Credentials.

If required, dismiss the dialog box that recommends IAM. You can disable this
dialog box permanently by checking the box next to Don't show me this message
again.

2. Select Access keys (access key ID and secret access key).

3. This section shows your root access keys. Given that it is a new account, there are
no keys at the moment. Click Create New Access Key.
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4. A dialog box opens letting you know that your access key has been created. Click on
Show Access Key, then copy the access key ID and the secret access key. Optionally,
you can download the key file.

5. Click Close. You have created a new access key with full access to your account.

6. An access key can be made inactive to prevent unauthorized use. Click Make
Inactive to change the status of the current key to inactive.

7. Delete your key once you no longer require a key or if you believe it may have been
compromised. Click on Delete to remove the access key from your account.

Amazon EC2 Key Pairs
In this section you will create a key pair that will allow you to connect to an EC2
instance.

Key pairs can be created from the EC2 console.

1. Go to the management console, and select the EC2 service.

2. Confirm that you are in the location (region) where you will launch instances and
create resources. A key pair is region-specific.

The region displayed on the right side of the management console top toolbar
shows your current region; that is, the global location from which you will want to
launch instances and create resources. (For example, Ohio for the eastern US, or
Frankfurt for Central Europe.)

3. Click Key Pairs which is located in the navigation pane on the left, under
NETWORK & SECURITY.
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4. Click Create key pair.

5. A new dialog opens requesting the name of new the key pair.

• Type cf-kp as name and click Create key pair. This will display a new key pair,
and also download the corresponding .pem file.

You have created a new key pair, which you can use to launch and connect to an
EC2 instance. Save the pem file, as you will use it in a future exercise.

This is the end of the exercise.
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Hands-On Exercise: Working with Regions and AZs
URIs Used in This Exercise

Console https://aws.amazon.com/console
Supported regions http://tiny.cloudera.com/aws_regions

In this exercise, you will work with regions and availability zones.

Identifying the Current Region
Whenever you create new a resource, it is deployed in your current region.

You will now learn how to identify your currently selected region.

1. Open your browser and navigate to the AWS Console.

https://aws.amazon.com/console/

2. Now, please direct your attention to the top bar, on the right.

Next to your name, the currently selected region is displayed, in this case N.
Virginia.

Any new service or resource that is deployed will be created in this region.

3. To select a different region, click on the current one in the top bar and a dropdown
will be shown with all available regions.
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Change to a new region such as US West (Oregon). You have now successfully
switched to a different region.

Switch back to the previous region.

In the upcoming exercises you will create new services, which will be deployed in your
currently selected region.

Please make sure that you use the same region for all exercises. If you change the
region, your resources will not be available.

Additionally, select a region that is supported by Cloudera, which will be covered next.

Regions Supported by Cloudera
Whenever you are planning on deploying a cluster to a particular region, it is necessary
to confirm that it is a supported region. This means that all required services are
available.

Supported regions vary per product, such as CDP, CDH, and HDP.
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1. Open a browser and navigate to the URL below, which contains a list of regions that
support CDP.

http://tiny.cloudera.com/aws_regions

• In the left documentation navigation panel, select AWS resources used by CDP to
review which regions can be used to deploy CDP. Notice how there are some AWS
services that are required to deploy certain Cloudera services. For instance, the
Cloudera Machine Learning service requires Managed Kubernetes Service (EKS).

2. To continue with the exercises, go to the AWS management console and confirm
that you are in the region that has the resources that were created in the
Understanding Cloud Security: Amazon Web Services chapter and that it is
a supported region. Use this region throughout the rest of the exercises in this
training.

If you used a non-supported region, then select a new region and create any
required resources as needed.

Checking the Health of a Region
AWS is very stable, but problems may arise from time to time. AWS provides the
Service Health Dashboard to view the status of each service, by region.

Any time that a service is unavailable, or that a problem has ocurred, it is registered in
the dashboard.

1. Navigate to the URL below to access the Service Health Dashboard. You can view
the status of each service by region.
https://status.aws.amazon.com/

The dashboard provides all services for all regions.
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2. Additionally, it is possible to create a Personal Health Dashboard, to provide
information only on the services within the regions of your choice, but doing so is
out of the scope of this training.

Selecting the right region provides a way to deploy your clusters closer to your
customers, be in compliance, and in general provide worldwide coverage.

This is the end of the exercise.
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Hands-On Exercise: Configuring Your Network
URIs Used in This Exercise

VPC https://console.aws.amazon.com/vpc/
home

In this exercise, you will create your isolated network in the cloud by creating a
VPC and corresponding subnets.

Creating a Virtual Private Network (VPC)
In this section, you will create a new VPC.

1. Open a browser and navigate to the management console.

https://console.aws.amazon.com/

2. Navigate to the VPC dashboard. Here, you can observe all the network related
resources in your account.

3. There are two ways of creating a VPC:

• You create only the virtual private network. You add other necessary resources
like subnets, gateways, and related manually

• You use the wizard. AWS creates the VPC and other related resources. You will
now use this method

Click the Launch VPC Wizard button.

4. Select which configuration you want to use. You can select a VPC with a single
subnet, a VPC with public and private subnets, as well as other scenarios.

Select the first option, VPC with a Single Public Subnet and click the Select button.
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5. In step number two, you need to provide the VPC and subnet configuration
parameters.

Use the following details:

• Leave the default IPv4 CIDR block, 10.0.0.0/16.

• Use cf-vpc as VPC name.

• Leave 10.0.0.0/24 as CIDR block for the public subnet.

• Pick the first available Availability Zone in the dropdown.

• Set the Subnet name to cf-sn-one.
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• Click Create VPC.

• Click OK to confirm creation of the VPC.

• In the list of VPCs, click the cf-vpc Name to view its information.

You have successfully created a VPC with a single public subnet.

Creating a New Subnet
In this section you are going to create a new subnet in an existing VPC.

1. From the VPC Dashboard, select Subnets in the left navigation menu.

The list of subnets in this region are shown, including the one you recently created.

2. Click the Create Subnet button.

3. Type in cf-sn-two as the name tag of your subnet.
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4. Select the VPC that you recently created: cf-vpc.

5. Select a different availability zone than the one in the subnet created earlier. For
instance, if the previous subnet was in us-east-2a, you can select us-east-2b.

6. Provide 10.0.1.0/24 as CIDR block. It needs to be different and non-overlapping
with the CIDR block of cf-sn-one.

• Non-overlapping means that the potential IP addresses of one subnet cannot be
valid values of the second subnet. In this case, the first subnet uses 10.0.0.0/24
while the second subnet uses 10.0.1.0/24 as CIDR block.

The .1 in the second subnet prevents the IP addresses from overlapping between
subnets.

7. Click Create and a new subnet will be created within the selected VPC.

You have successfully created a new VPC containing two subnets in different availability
zones.

This is the end of the exercise.
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Hands-On Exercise: Launching EC2 Instances
URIs Used in This Exercise

EC2 https://console.aws.amazon.com/ec2/v2/home

In this exercise, you will launch a compute instance in the AWS, picking the one
that works best for your needs.

You will also open the terminal and connect to the instance via SSH.

Please note that this exercise will incur in a small charge equivalent to a few U.S. dollars.
Confirm that you are authorized to create a charge. If you are not, ask your trainer or
account manager for alternatives.

Launching a Compute Instance with EC2
In this section you will launch an EC2 instance.

As prerequisite, it is required to have a private key created in the current region.

1. Open a browser and navigate to the management console.

https://console.aws.amazon.com/

2. Navigate to the EC2 dashboard, which shows you all EC2 resources in this region. In
a newly created account, only default resources exist.

3. Now, you are going to create a new instance. Click the Launch instance button.

4. The first step of the process to launch an instance is to select the Amazon Machine
Image (AMI). There are several tabs with multiple AMIs available. Click AWS
Marketplace.

5. Type centos in the search bar and press the Enter key.

6. Select CentOS 7 (x86_64) with Updates HVM from the results. A dialog box opens
with pricing. Click Continue.
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7. In the next step, select the instance type. You can filter by family and generation.
Leave the default options and select a General purpose t.2micro instance, which is
free tier elegible. Click Next: Configure Instance Details.

8. Configure the instance details as specified below

• Leave number of instances as 1

• Select cf-vpc as network

• Use cf-sn-one as subnet

• Auto-assign Public IP should be set to Enable

• Leave the rest of the settings with their default values

• Click Next: Add Storage

9. Leave the storage settings as default values. Click Next: Add Tags. Storage is
covered in a separate exercise.
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10. Click Add tag. Type the key name Environment and the value as Development.
Click Next: Configure Security Group.

11. Leave Create a new security group selected. It includes a rule to allow SSH access,
which is required to connect. Click Review and Launch.

12. Review the final settings and click on Launch.

13. In the dialog box, select Choose an existing key pair and select cf-kp.

If the key pair is not shown, it is possible that it was created in a different region.
Create a new key pair if required but delete the old one first to avoid a confusion.

14. Check the box below and click on Launch Instances. A clickable message will let
you know that your instance is being launched.

AWS may send you one or more emails letting you know that you have launched an
instance. No action is required on the emails.

15. Navigate to the main EC2 dashboard, and click on Running instances. Wait until
your instance is in a running state with 2/2 checks passed in the Status Checks
column.
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Do not terminate the instance, as in the next section you will connect to this
instance via SSH.

You have successfully launched an EC2 instance.

Connecting to an EC2 Instance using SSH
In this section, you will connect to an EC2 instance from the terminal. Additionally, you
will terminate an instance.

1. Open a browser, navigate to the EC2 console, open the list of machines by clicking
on Instances in the left navigation menu.

2. Select your instance, and copy the Public IPv4 DNS value using the copy icon. Also
take note of the private DNS host name; you will use this later. It may take several
minutes for the public DNS to be available.

3. Now, open a terminal and change directory to the location of the private key file
(cf-kp.pem) that you created and downloaded earlier.

4. Confirm that the file exists by running the ls command:

$ ls cf-kp.pem

The output should show the cf-kp.pem file.

5. Use chmod to set the right permissions for the private key.

$ chmod 400 cf-kp.pem

6. Next, use the ssh command to connect to your instance.

$ ssh -i cf-kp.pem centos@host-name
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Substitute host-name with the public DNS that you copied earlier.

7. If this is the first time that you are connecting to this host, you might get a message
asking if you want to continue connecting. Type yes.

8. Once you have connected, use the hostname command to confirm that you have
connected to your instance.

$ hostname

The host name must match the private DNS in the Description tab of your EC2
instance.

9. In the EC2 dashboard, select the instance that you just launched and click on
Actions. Select Terminate instance from Instance State. Confirm by clicking
Terminate.

You have successfully connected to an EC2 instance from the terminal. You also learned
how to terminate an EC2 instance.

This is the end of the exercise.
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Hands-On Exercise: Setting Up Security Groups and
Network ACLs

URIs Used in This Exercise

EC2 https://console.aws.amazon.com/ec2/v2/
home

VPC https://console.aws.amazon.com/vpc/
home

In this exercise, you will secure your infrastructure using security groups and
network ACLs.

Creating a Security Group
In this section you will create a security group and add rules to allow inbound and
outbound access.

1. Open a browser and navigate to the EC2 dashboard.

2. On the left navigation pane, select Security Groups from the NETWORK &
SECURITY section.

3. Click Create security group.

4. Enter edge-instances as security group name and Allows SSH and HTTP as
description.

5. Select cf-vpc as the VPC where this security group will be created.

6. Next, in the Inbound rules section, add one rule of type SSH, which by default will
load 22 as port range. In the drop-down menu under Source, select My IP as the
source type.

7. Add a rule with type HTTP for port 80. In the drop-down menu under Destination,
select Anywhere as the destination type.

8. Your security group should be similar to the one shown below:
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Click Create security group. A new security group with two inbound rules has
been created.

9. Click the edge-instances security group and click on the Outbound rules tab
below. Click Edit outbound rules.

Currently, outbound traffic is allowed for all protocols to all ports.

You have created a security group to allow traffic to EC2 instances.

Creating a Network ACL
In this section you will create a network ACL to secure your subnets.

1. Open a browser and navigate to the VPC dashboard.
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2. On the left navigation pane, select Network ACLs from the Security section.

3. Click the Create network ACL button.

4. Enter cf-na as name and select cf-vpc as the VPC where this subnet will be created.

5. Click Create. A new network ACL has been created, which by default denies all
traffic in and out of the subnet.

6. Check the cf-na box network ACL and within the Inbound Rules tab click on Edit
inbound rules.

7. Click Add Rule, add the following two rules:

• Rule number 100, of type custom TCP rule, port range 443, source 0.0.0.0/0, and
ALLOW

• Rule number 101, of type custom TCP rule, port range 22, source 0.0.0.0/0, and
ALLOW

• Click save

8. In the Outbound Rules tab, add a rule to allow TCP traffic to port 80.

9. Click the Subnet associations tab, and select Edit subnet associations.

10. Check the box next to cf-sn-two and click on Edit.

You have successfully created a network ACL, added inbound and outbound rules, and
associated it with a subnet within your VPC.
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This is the end of the exercise.
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Hands-On Exercise: Storing Data in the Cloud
URIs Used in This Exercise

EC2 https://console.aws.amazon.com/ec2/v2/home
EFS https://us-east-2.console.aws.amazon.com/efs/home
S3

In this exercise, you will create resources for three different types of storage:
instance store (ephemeral), EBS, and S3.

Please note that this exercise will incur in a small cost of a few dollars. Please confirm
that you are authorized to create a charge. If you are not, ask your trainer or account
manager for alternatives.

Launching an Instance with Ephemeral Storage
In this section you will launch an EC2 instance that has multiple instance store disks.

1. Open a browser, navigate to the EC2 dashboard and start the launch instance
process.

2. In the Choose AMI step, select CentOS 7 (x86_64) - with Updates HVM from the
AWS Marketplace.

3. Select d2.xlarge as instance type. Continue the launch process until the Add
Storage step.

4. In Add Storage step, you get a list of the three instance store volumes that can be
attached to this instance.
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Leave all volumes as-is, including the device name.

You will get a warning that this instance configuration is not free-tier eligible.
Dismiss the warning, but remember to terminate the instance at the end of the
exercise to avoid incurring in any additional costs.

Please notice that neither the size of the volume nor the volume type (HDD) of
instance store can be modified. These are set by the instance type.

5. Delete one of the instance store volumes, /dev/sdc, by clicking on the x icon on the
right.

6. Click Review and Launch and complete the steps to start this instance. Please
make sure that you use a key pair that is available, as you will need it to connect to
the instance.
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7. When the instance is running, open a terminal and connect to your EC2 instance
using SSH.

$ ssh -i cf-kp.pem centos@host-name

Replace the public DNS, host-name in the command shown above with the public
DNS of your recently launched machine.

8. Run the lsblk command to list your current block devices.

$ lsblk
NAME    MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
xvda    202:0    0    8G  0 disk
└─xvda1 202:1    0    8G  0 part /
xvdb    202:16   0  1.8T  0 disk
xvdd    202:48   0  1.8T  0 disk 

The two instance store disks are available as xvdb and xvdd.

You have successfully launched an instance with multiple physically attached disks, also
known as instance store or ephemeral disks.

Terminate the instance that you just created.

Creating and Modifying an EBS Volume
In this section you will modify the size of an EBS volume.

1. Go to the EC2 dashboard.

2. Launch a CentOS instance, of type d2.xlarge, as you did in the section above.

Continue the launch process until you get to the Add Storage step.

3. Change the volume type of /dev/sdb from instance store to EBS and set size to 50
GiB.

4. Delete the two remaining instance store disks.
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5. Click the Add New Volume button to add one more EBS volume for device /dev/
sdc and set the size to 100 GiB.

6. Change the volume type of /dev/sdc to Magnetic (standard).

7. Check Delete on Termination for both EBS volumes.

Your storage options should look like this.

8. Launch the instance and connect via SSH in the terminal.

9. Use lsblk to list all block devices. Note the two EBS volumes, which have a 50 GiB
and 100 GiB size respectively.

$ lsblk
NAME    MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
xvda    202:0    0    8G  0 disk
└─xvda1 202:1    0    8G  0 part /
xvdb    202:16   0   50G  0 disk
xvdd    202:48   0  100G  0 disk 

10. Return to the Instances page, select the instance, and in the Storage tab look for
the Block devices section.

11. Select /dev/sdb. A pop-up will be displayed. Click the EBS ID. You will be taken to
the Volumes page, with the current volume selected.
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12. From the Actions dropdown, select Modify Volume.

13. Change the size to 75 GiB and click on Modify.

14. A dialog box requests confirmation and reminds you that you may need to
extend the OS file system. Click Yes. You will receive a Modify Volume Request
Succeeded message.
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15. Change back to the terminal and re-execute lsblk.

$ lsblk
NAME    MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
xvda    202:0    0    8G  0 disk
└─xvda1 202:1    0    8G  0 part /
xvdb    202:16   0   75G  0 disk
xvdc    202:32   0  100G  0 disk 

The xvdb volume size has changed to 75 GiB.

You have successfully modified the size of an EBS volume.

Terminate the instance that you just created.

Creating an EFS File System
In this section you will create an EFS file system.

1. Open a browser and navigate to the EFS dashboard. Click File systems for the
menu bar

2. Click Create file system.

3. Optionally, select a name for your file system.

4. Specify the VPC where the file system will be created. Select cf-vpc.

5. Click Customize.

6. Keep the default settings under File system settings. Click Next.

7. Keep the remaining default settings and click Create.
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You have successfully created a network file system, which can be mounted on an EC2
instance or an on-premises machine.

Delete the filesystem.

Creating an S3 Bucket
In this section you will create an S3 bucket.

1. Open a browser and navigate to the S3 service from the Storage section.

https://s3.console.aws.amazon.com/s3/

2. Click Create bucket. A four-step wizard opens.

3. In the first step, provide the name and region for the bucket.

• The name needs to be DNS-compliant, that is it cannot contain periods.

Use your account name, a dash, and dl as name.

For example, if your account name is Katherine then your s3-bucket will be
katherine-dl.

• The name must be unique within the region.

• Confirm that you are creating the bucket in the region used for the exercises.

• Optionally, you can copy settings from an existing bucket.

Click Next.

4. The next step is Configure options. In this step you specify if you want to enable
versioning, log requests to your bucket, add tags, enable object-level logging, enable
encryption, allow object locking, or monitor requests.

Leave as-is and click on Next.

5. The next step is Set permissions. In this step you configure public access settings
and manage system permissions.

Click Next.

6. Finally, review your S3 bucket and click on Create bucket. You have a new bucket.
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7. Check the box next to the bucket. A dialog opens on the right. Click Copy Bucket
ARN. This is how you retrieve the Amazon Resource Name for an S3 bucket.

8. Click the bucket name, to navigate inside the bucket. Click Create folder to create a
folder within this bucket.

9. Type in logs as the name of the subfolder. Click Save. You have created a folder.
Click the folder name to navigate into this folder.

10. Click the Upload button. Select Add files or drag and drop any small file that is
available in your machine. Click Upload.

Note: This is one way of uploading small files to S3. For importing large files or a
large quantity of files, there are other cloud data migration strategies.

11. Select the file that you just uploaded. The overview tab loads, where you can view
your file details.

There are several actions that you can take: open, download, or copy the path to the
file.

12. Click Copy path and paste in a text editor in your machine. View the path, which is
made up of s3://, the name of your bucket, and the path to the file.

13. Delete the bucket by navigating to the top-level in S3, checking the box next to your
bucket name, and clicking on Delete.

You have successfully created an S3 bucket that can be used as large object repository,
copied its resource name, created a subfolder, uploaded a file, copied the path, and
deleted the bucket.

Please make sure that no EC2 instances are currently running.

This is the end of the exercise.
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Hands-On Exercise: Setting up RDS and DynamoDB
URIs Used in This Exercise

RDS https://console.aws.amazon.com/rds/home
DynamoDB https://console.aws.amazon.com/dynamodb/home

In this exercise, you will create a managed relational database with RDS and a
key-value table with DynamoDB.

Creating an RDS Instance
In this section you will create a managed database.

1. Open a browser and navigate to the RDS dashboard.

The dashboard shows all the RDS related resources that you currently have created.

2. In the left navigation pane, select Databases.

3. Click Create database. All parameters and settings are configured in a single page.

4. There are two creation options:
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• Standard create, where you set all configuration options

• Easy create, which uses best-practice recommended settings

Select Standard Create.

5. Specify the engine type. Select MySQL with version 5.7.22.

6. Choose the template that you want to use.

Select free tier.

7. The next option is the DB instance identifier, which is the unique name of your
instance across all regions for your account.

Type database-cldr.

8. Provide the master username and password for this instance. Use admin as
username and select Auto generate a password.

9. The next option specifies the size of your database instance. Because you selected
the free tier template, there is a smaller number of available options.

Select db.t2.micro.

10. In the Storage section, indicate how much space you want to allocate to the
database. It is possible to start with a smaller size and allow to autoscale, indicating
a maximum amount of storage that can be used.

Leave the default settings.

11. Multi-AZ deployment is not available in the free tier. In production, it is possible to
create a stand-by instance that can be used for high availability.

12. Connectivity determines in which VPC this database instance will be launched. You
can specify if you want this database to be publicly accessible and secured with a
security group.

Select the VPC that you created in a previous exercise, cf-vpc. The VPC cannot be
changed after the instance has been launched.

13. Next, you specify if you want authentication to be done only via password or if you
want to provide access to IAM users and roles.
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Leave as Password authentication only.

14. Click Create database and wait for your instance to start. This process takes
several minutes. Continue with the next exercise and come back once the database
is running.

15. Select your running instance and familiarize yourself with the managed database
console.

16. Once you are done, please delete the database to avoid incurring in any additional
costs.

To delete the database, go to the RDS dashboard, select the database that you want
to delete, click Actions, choose Delete, enter the required information, and delete
the database.

Creating a DynamoDB Table
In this section you will create a DynamoDB table.

1. Open a browser and navigate to the DynamoDB dashboard.

2. In the dashboard, click on Create table.
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3. DynamoDB is a NoSQL store; it does not require a schema. Only the table name and
primary key are required. Optionally, you can provide a sort key. Use the following
information:

• Enter s3-dynamo as table name.

• Enter parent as primary key, of type String.

• Check Add sort key and enter child, of type String.

4. Leave Use default settings checked.

5. Click Create and your table will be available shortly.

6. Inspect the tabs available for your table.

7. Delete the table.

You have successfully created and deleted a DynamoDB table.
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This is the end of the exercise.
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Hands-On Exercise: Deploying Infrastructure with
CloudFormation

URIs Used in This Exercise

CloudFormation https://console.aws.amazon.com/
cloudformation/home

In this exercise, you will deploy infrastructure using a template with
CloudFormation.

Please note that this exercise may incur in a small cost of a few dollars. Please confirm
that you are authorized to create a charge. If you are not, ask your trainer or account
manager for alternatives.

Deploying Infrastructure with CloudFormation
In this section you will deploy a stack using a sample template.

1. Open a browser, navigate to the CloudFormation console, and click the Create
stack button.

2. There are four steps required to deploy a stack. First, you need to specify a
template. Select Use a sample template.

3. Next, select LAMP Stack as the template that you are going to deploy.

LAMP refers to a stack of services including Linux, Apache HTTP Server, MySQL, and
PHP.

If you want to view the stack, right-click View in Designer and select the option
to open in a new tab. Change to this tab to see the stack in the CloudFormation
Designer.

4. Change back to the previous tab and click on Next.

5. In step two, enter cf-lamp-stack as stack name.

6. Enter cfdb for the database name and provide a password of your choice for
accessing the database. Use a different password than the one you used for the root
password.
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7. Type cfuser as DBUser.

8. Select t2.small as instance type.

9. Select cf-kp as the key pair to connect to instances in this stack.

10. Leave 0.0.0.0/0 in SSHLocation to allow access from anywhere.

11. Click Next.

12. Add a tag with key of stack and value of cf-lamp-stack.

13. It is possible to add permissions for IAM role. Leave as-is.

14. Leave the other settings with their default values and click on Next.

15. Review all settings and click on Create stack.

At this point, AWS CloudFormation starts the process of deploying all the resources
specified in the stack, including the creation of a VPC, deployment of an EC2
instance, and an RDS database. It will take several minutes for your stack to be
ready.

16. Once the creation process is complete, you can navigate to the EC2 and RDS
dashboards and view the resources you have created.

17. Finally, return to the CloudFormation console, select the stack, and delete it. This
will delete all the resources that were created.

Please confirm that all resources were deleted before closing the dashboard.
Review all regions where you created resources.

You have learned how to deploy infrastructure using CloudFormation.

This is the end of the exercise.
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